
Guided test for detecting concurrency errors

Neha Rungta
Department of Computer Science

Brigham Young University
Provo, UT 84601

neha@cs.byu.edu

Eric G. Mercer
Department of Computer Science

Brigham Young University
Provo, UT 84601

eric.mercer@byu.edu

ABSTRACT
Mainstream programming is migrating to concurrent archi-
tectures to improve performance and facilitate more complex
computation. The state of the art analysis tools for detect-
ing concurrency errors such as deadlocks and race condi-
tions are imprecise, generate a large number of false error
reports, and require manual verification of each error report.
In this paper we present a guided test approach to help au-
tomate the verification of reported errors in multi-threaded
Java programs. The input to the guided test is a small se-
quence of program locations (partial error trace) manually
generated from the potential errors reported by the impre-
cise static analysis techniques. The guided test dynamically
controls thread schedules during program execution in an
effort to drive the program through the partial error trace
and elicit a concurrency error. The scheduling decisions are
made based on a two tier ranking system that first considers
the portion of the error trace already observed and the per-
ceived closeness to the next location in the error trace. The
error traces generated by the technique are real and require
no manual verification. We show the effectiveness of our ap-
proach in a set of benchmarked concurrency programs, and
we automatically verify the existence of race conditions and
deadlocks in the JDK 1.4 concurrent libraries as reported
from the Jlint static analysis tool.

1. INTRODUCTION
The ubiquity of multi-core Intel and AMD processors is
prompting a shift in the programming paradigm from inher-
ently sequential programs to concurrent programs to better
utilize the computation power of the processors. The shift
from sequential programs to concurrent programs is accom-
panied with significant challenges. Although parallel pro-
gramming is well studied in academia, research, and a few
specialized problem domains, it is not a paradigm commonly
known in mainstream programming. As a result, there are
few, if any, tools available to programmers to help them test
and analyze concurrent programs for correctness.

State of the art analysis tools [15, 12, 19, 1], for detecting
concurrency errors are imprecise and generate a large num-
ber of false error reports. Static analysis techniques ignore
data values of program variables and, thus, cannot prune in-
feasible execution paths during analysis. The static analysis
tools look for either suspicious patterns [19, 1], rely on an-
notations [29, 15], or perform a control flow analysis of the
system to check whether lock-acquisition locations in the
program result in a cyclic dependency to indicate possible
deadlocks [12, 32]. Since static analysis techniques ignore
the data values of program variables and scheduling choices
they can analyze large multi-threaded programs; however,
the techniques cannot state the feasibility of the reported
errors. As a result, the analysis is not sound and reports er-
rors that may exist in the program and leaves it to the pro-
grammer to manually verify the errors by reasoning about
input values, thread schedules, and control flow needed to
manifest the concurrency error in an actual execution of the
program. Relying on imprecise and unsound results that re-
quire manual verification is not feasible in mainstream soft-
ware development because of complexity and cost associated
with such an activity.

On the other end of the spectrum, model checking is a pre-
cise, sound, and complete analysis technique that reports
only feasible errors. Model checking, [18, 31], is a formal
verification approach that explicitly enumerates all possible
behaviors of the program to check the presence and absence
of errors. The possible behaviors of the system are collec-
tively known as the state space of the program. Model check-
ing techniques provide a concrete trace to an error; however,
the complexity of concurrent systems leads to an exponen-
tial growth of the state space. This state space explosion
has prevented the use of model checking in mainstream test
frameworks.

In order to mitigate the state space explosion problem, di-
rected model checking focuses its efforts in searching areas
of the state space where an error is more likely to exist. It
assumes the existence of the error. Directed model check-
ing uses heuristic values and path-cost to rank the states
in order of interest in a priority queue, [10, 17, 23]. The
states estimated to be closer to an error location are ex-
plored before others. Directed model checking is effective in
generating short counter-examples in models where depth-
first and random search fail [24]. We have established in
prior research on distance estimate heuristics [23, 22] for
concurrent C programs that directed model checking can



quickly localize errors if the guidance algorithm has a no-
tion of where the error is manifested in the program text.
In large programs, however, the size of the search frontier
grows very rapidly causing an explosion in the number of
states saved in the priority queue which proves to be the
bottleneck in the success of directed model checking.

In this paper we present a guided test technique, to auto-
matically verify deadlocks and race conditions from error
reports generated by imprecise static analysis techniques.
The intuition is to use the imprecise analysis techniques to
create an initial set of candidate error traces, and then use
a precise technique, guided test, to verify the error traces
and produce concrete program executions manifesting the
real errors. Our solution would thus present to the devel-
oper a fully verified set of real deadlocks or race conditions
with concrete error traces. The solution requires a reduced,
and hopefully easier, manual effort in the verification pro-
cess. The error traces generated by the technique are real
and require no further verification; however, if the technique
does not find an error we cannot prove the absence of the
error; thus, our technique is sound in error detection but not
complete.

The actual guidance is performed in a two step process. At
points of non-determinism arising due to thread scheduling
the states are first ranked using a new meta-heuristic. The
meta-heuristic guides the test based on the portion of the
error trace (sequence of locations) already observed. Intu-
itively, states that have observed a greater number of lo-
cations from the sequence are ranked as more interesting
compared to the states that have observed fewer locations
from the sequence. In the case where no new sequence lo-
cations are observed the guidance strategy uses a secondary
heuristic to guide the search toward the next location in the
sequence.

To test the validity of our guided test solution in aiding
the process to automate the verification of deadlocks and
race conditions, we present an empirical study in several
Java programs collected from academic publications, IBM,
classical concurrency problems, and the JDK 1.4 concurrent
libraries. We show that guided test is extremely effective in
localizing errors when given a few key locations in a poten-
tial error trace. The main contributions of this work are as
follows:

• A guided test technique that automatically verifies dead-
locks and race-conditions from a small sequence of
program locations generated from potential errors re-
ported by imprecise static analysis techniques.

• A guidance strategy using a two-tier ranking scheme
where the states are ranked based on parts of the
partial error trace already observed and a secondary
heuristic value to guide the test toward the next loca-
tion in the trace.

• An empirical study performed on multi-threaded Java
programs (benchmarks and real examples) that demon-
strates guided test to be more effective in defect de-
tection when compared to a randomized depth-first
search.

The primary limitations of this work are: (1) The technique
does not consider any non-determinism arising due to data
input; and, thus, it requires a closed-system and (2) Is ef-
fective only if the error specified by the partial trace exists
in the program. We believe these are reasonable limitations
since most classical black-box testing techniques require the
tester to develop a closed system and proving the correctness
of large multi-threaded systems is most often intractable
which makes quick defect detection in such programs very
appealing.

2. MOTIVATING EXAMPLE
We demonstrate with the example in Figure 1 the motiva-
tion for the guided testing approach presented in this paper.
Figure 1 is a portion of a program using the JDK 1.4 public
library. The raceCondition class in Figure 1(a) initializes
two AbstractList data structures, l1 and l2, using the syn-
chronized Vector sub-class. Two threads of type AThread,
t0 and t1, are intialized such that both threads can con-
currently access and modify the data structures, l1 and l2.
Finally, main invokes the run function of Figure 1(b) on the
two threads. The threads go through a sequence of events,
including operations on l1 and l2 in Figure 1(b). Specifically,
an add operation is performed on list l2 when a certain con-
dition is satisfied that is later followed by an operation that
checks whether l1 equals l2. The add operation in the Vec-

tor class, Figure 1(c), first acquires a lock on its own Vector

instance and then adds the input element to it. The equals

function in the same class, however, acquires the lock on its
own instance and invokes the equals function of its parent
class which is AbstractList shown in Figure 1(d).

The question for the user is this, “Is there a concurrency er-
ror in this program?” A static analysis tool, Jlint [1], when
run on the program in Figure 1, issues a series of warnings
about potential concurrency errors in the JDK library. Jlint
looks for suspicious patterns and detects cyclic lock depen-
dencies to report potential deadlocks and race-conditions in
Java programs. The Jlint warnings for the equals function
in the AbstractList class in Figure 1(d) are on the Iterator
operations (lines 8−12, and 15). The warnings state that the
Iterator operations are not synchronized. As the program
uses a synchronized Vector sub-class of the AbstractList

the user may be tempted to believe that the warnings, in
the current closed system, are spurious. A careful evalua-
tion of the function, however, shows that the equals func-
tion in Vector Figure 1(c) when called from Figure 1(b)
acquires a lock on l1, before calling the equals function in
AbstractList but does not acquire a lock on the input list,
l2, even though l2 is also an instance of the synchronized
Vector class. While a particular thread is iterating over
the elements of l2, another thread can call the add function
shown in Figure 1(b) that lead to a race-condition.

There is a need for a technique that can specifically test
whether the race-condition specified with a partial error
trace has a corresponding concrete error trace. For the ex-
ample in Figure 1, we would like to ask, is it possible for
one thread to call l2.add while another thread is iterating
over the elements of l2 in the equals function? The cur-
rent testing techniques and tools do not allow us pose such
a question. The technique presented in this paper allows us
to guide the execution of a program along a partial error



1: class raceCondition{
2: . . .
3: public static void main(){
4: AbstractList l1 := new Vector();
5: AbstractList l2 := new Vector();
6: AThread t0 = new AThread(l1, l2);
7: AThread t1 = new AThread(l1, l2);
8: t0.start(); t1.start();
9: . . .

10: }
11: . . .
12: }

(a)

1: class AThread extends Thread{
2: AbstractList l1;
3: AbstractList l2;
4: AThread(AbstractList l1, AbstractList l2){
5: this.l1 := l1; this.l2 := l2;
6: }
7: public void run(){
8: . . .
9: if some condition then

10: l2.add(some object);
11: . . .
12: l1.equals(l2);
13: . . .
14: }
15: }

(b)

1: class Vector extends AbstractList{
2: . . .
3: public synchronized boolean equals(Object o){
4: super .equals(o);
5: }
6: . . .
7: public synchronized boolean add(Object o){
8: modCount + +;
9: ensureCapacityHelper(elementCount + 1);

10: elementData[elementCount + +] = o;
11: return true;
12: }
13: . . .
14: }

(c)

1: class AbstractList implements List{
2: . . .
3: public boolean equals(Object o){
4: if o == this then
5: return true;
6: if ¬(o instanceof List) then
7: return false;
8: ListIterator e1 := ListIterator();
9: ListIterator e2 := (List o).listIterator();

10: while e1.hasNext() and e2.hasNext() do
11: Object o1 := e1.next();
12: Object o2 := e2.next();
13: if¬(o1 == null ? o2 == null : o1.equals(o2))then
14: return false;
15: return ¬(e1.hasNext() || e2.hasNext())
16: }
17: . . .
18: }

(d)

Figure 1: Race-condition in motivating example.

trace to verify the occurence of a potential concurrency er-
ror without manual intervention beyond providing a partial
error trace. The technique verifies the race-condition shown
in Figure 1 that is reported by Jlint. To our knowledge, this
particular race-condition in JDK 1.4 has not been previously
reported.

3. GUIDED TEST
We present a technique that guides the test through a se-
quence of program locations relevant for checking the exis-
tence of a particular concurrency error. We guide the exe-
cution of the program in a greedy depth-first manner using
a two-tier ranking scheme. The states are first ranked based
on the number of locations from the given sequence that are
encountered along the path. In the case when no new se-
quence locations are observed the states are ranked using a
secondary heuristic value to guide the test toward the next
location in the sequence. In this section we describe the in-
put to the guided test, the guided test technique, and the
guidance strategy.

3.1 Input Sequence
The input to our technique is the program, an environment
that closes the system, and a sequence of locations that are
relevant to the concurrency error in test. The number and
type of locations in the sequence can vary based on the con-
currency error being tested. For example, to test the oc-
currences of race-conditions, we can generate a sequence of
program locations where unprotected reads and writes oc-
cur on shared objects. Tools such as FindBugs [19] and
Jlint [1] report suspicious locking patterns that indicate po-
tential race-conditions. Similarly to test deadlocks, based
on cyclic lock dependencies, static analysis techniques, such
as classical lockset analysis [12, 32], can be used to generate
lock-acquisition locations in the program that are part of a
cyclic dependency. A larger set of concurrency error pat-
terns are described by Farchi et. al in [13]. Understanding
and recognizing the concurrent error patterns can be helpful
in generating location sequences to test particular errors.

To test the possible race-condition for the example in Fig-
ure 1, we need a thread iterating over the list, l2, in the
equals function of AbstractList while another thread calls
the add function. A potential sequence of locations to test
this error is as follows:

1. Get the ListIterator, e2 at line 9 in Figure 1(d).

2. Check e2 hasNext() at line 10 in Figure 1(d).

3. Add some_object to l2 at line 10 in Figure 1(b).

4. Call e2.next() at line 12 in Figure 1(d).

Other pertinent locations can also be added to the sequence.
For example, if there is a statement that affects the predi-
cate, some_condition, on line 9 in Figure 1(b), we can add
the instruction to the sequence. In general, providing as
much information as possible in the sequence enables the
guided test to be more effective in defect detection.
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Level a
1: /∗ backtrack := ∅, visited := ∅ ∗/

procedure guided test(〈s, locs, hval〉)
2: visited := visited ∪ {s}
3: while s 6= null do
4: if error(s) then
5: report error statistics
6: exit
7: 〈s, locs, hval〉 := choose best successor(〈s, locs, hval〉)
8: if s == null then
9: 〈s, locs, hval〉 := get backtrack state()

(a) (b)

Figure 2: Overview of the guided test technique. (a) A graph demonstrating the behavior of the guided test.
(b) Pseudocode for the high-level guided test technique.

3.2 Overview of Guided Test
The guided test technique directs the search of the program
in a greedy depth-first manner to check whether it leads
to an error. We present an overview of the guided test in
Figure 2. It is important to note that we use a visited

set to track explored states. Our study in [25] shows that
tracking visited states dramatically increases error discovery
rates when compared to stateless search techniques that do
not maintain a history of visited states.

Figure 2(a) demonstrates the guided test technique whereas
the pseudocode for the guided test technique is presented
in Figure 2(b). The input to guided test is the initial state
of the program (s), the sequence of locations (locs), and
the initial heuristic value (hval). In a loop, we guide the
test as long as the current state, s, has successors (lines
3 − 9). At every state we check whether the state, s, sat-
isfies the error condition (line 4). If an error is detected,
we report the error statistics and exit the test; otherwise,
we continue to guide the test. When evaluating a state,
the choose_best_successor function considers all possible
immediate successors of s and assigns to the current state
the best successor (line 7). For example, to choose the best
successor of b0 in Figure 2(a), the choose_best_successor

function ranks c0, c1, and c2 (enclosed in a dashed box).
As demonstrated by the shaded state in Figure 2(a), c2 is
ranked as the best successor of b0. When the test reaches a
state with no immediate successors, the technique requests
a backtrack state as shown on lines 8−9 in Figure 2(b). The
shaded states in Figure 2(a) represent a execution path in
the guided test whereas the unshaded states represent the
backtrack states. The details of choose_best_successor

and get_backtrack_state are provided in the next section.

3.3 Guidance Strategy
The guidance strategy uses a two-tier ranking scheme. The
states are first ranked using a new meta-heuristic which is
based on the number of locations in the input sequence that
have been encountered along the current execution path. All
ties in the meta-heuristic values are randomly broken. Sim-
ilarly if there a tie at the secondary heuristic level then we,

1: /∗ mStates := ∅, hStates := ∅ ∗/
procedure choose best successor(〈s, locs, hval〉)
2: min hval :=∞
3: for each s′ ∈ successors(s) do
4: if s′ 6∈ visited then
5: visited := visited ∪ {s′}
6: locs ′ := locs
7: h′val = get h value(s′)
8: if s′.current loc() == locs.top() then
9: locs ′.pop()

10: mStates := mStates ∪ {〈s′, locs ′, h′val〉}
11: else if h′val == min hval then
12: hStates := hStates ∪ {〈s′, locs ′, h′val〉}
13: else if h′val < min hval then
14: hStates := {〈s′, locs ′, h′val〉}
15: min hval := h ′val
16: backtrack := backtrack ∪ {〈s′, locs ′, h′val〉}
17: if mStates 6= ∅ then
18: 〈s, locs, hval〉 := get random element(mStates)
19: else
20: 〈s, locs, hval〉 := get random element(hStates)
21: backtrack := backtrack \ {〈s, locs, hval〉}
22: bound size(backtrack)
23: return 〈s, locs, hval〉

(a)

procedure get backtrack state()
1: if backtrack 6= ∅ then
2: x := pick backtrack meta level()
3: b points := get states(backtrack, x)
4: b points := b points ∩ states min h value(b points)
5: return get random element(b points)
6: return 〈null,∞,∞〉

(b)

Figure 3: (a) A two-tier ranking scheme based on
the number of locations and the heuristic value (b)
Picking a backtrack point.
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Figure 4: Two-level ranking scheme

again, randomly break the tie. We can use any appropriate
existing heuristic to guide the test at the secondary level.

In Figure 3(a) we present the pseudocode to choose the best
successor of a given state while guiding the test. The in-
put to the function is a tuple, 〈s, locs, hval〉 where is s is a
program state, locs is a sequence of locations, and hval is
the heuristic value of s from the secondary heuristic. We
evaluate each successor, s′, of s and process s′ if it is not
found in the visited set (line 3 − 4). While processing s′,
we add it to the visited set (line 5), copy the sequence of
locations, locs, into a new sequence of locations, locs ′, and
compute the secondary heuristic value for s′ (lines 6− 7). If
s′ observes an additional location from the sequence then it
is added to the mStates set (lines 8 − 10); otherwise, it is
added to the hStates set based whether its h′val is less then
the h′val of the other successors of s (lines 11−15). The best
successor is picked from either the mStates or the hStates

while the other states are added to the backtrack set (lines
17− 22).

We use Figure 4 to demonstrate the two-tier ranking scheme.
In Figure 4 the test is guided through locations l1 to ln. The
dashed-lines separate the states based on the number of lo-
cations from the sequence they have observed along the path
from the initial state. The states at the topmost level, l1,
have encountered the first program location in the sequence
while states at l2 have observed the first two program loca-
tions from the sequence, and so on and so forth. In Figure 4,
state s1 has three successors: s2, s3, and s4. The states s2

and s3 observe an additional location, l2, from the sequence
compared to their parent, s1. When ranking the successors
of s1, we add the states s2 and s3 to the mStates set (lines
8 − 10) to denote that a location from the sequence is ob-
served; we also add state s4 to the hStates set (lines 11−12).
After enumerating the successors of s1, the mStates set is
non-empty (line 17) so we randomly choose between s2 and
s3 (line 18), and return the state as the best successor. When
we evaluate successors of a state that do not encounter any
additional location from the sequence, for example, the suc-
cessors of s2 in Figure 4 (enclosed by the box), the states
are ranked simply based on their secondary heuristic values.

The best successor is then picked from the hStates set. All
states other than the best successor are added to the back-

track set. Note that we bound the size of the backtrack set
to mitigate the common problem in directed model check-
ing where saving the frontier in a priority queue consumes
all memory resources. Bounding the backtrack set makes
our technique incomplete; however, it is often intractable to
obtain complete coverage of large multi-threaded systems.

The get_backtrack_state function in Figure 3(b) picks a
backtrack point when the guided test reaches the end of
a path. The function first checks that the backtrack set is
not empty. Next, the function probabilistically picks a meta-
level, x, between 1 and n where n is the number of locations
in the sequence. The states that have observed one program
location from the sequence are at meta-level one. We then
get all the states at meta level x and return the state with
the minimum secondary heuristic value among the states at
the same meta-level.

4. STUDY
The study in this paper is designed to evaluate the effective-
ness of the guided test approach for detecting concurrency
errors in multi-threaded Java programs. The purpose of this
study is to evaluate the technique in a test-like paradigm
and, thus, we do not compare it with traditional guided
search techniques such as best-first and A∗. The study is
designed to answer the following three research questions:

• RQ 1-Defect Detection Rate: Does the guided test
technique increase the rate of defect detection in multi-
threaded Java programs when compared to a random-
ized depth-first search?

• RQ 2-Effect of the Secondary Heuristic: What
effect does the underlying secondary heuristic have on
the effectiveness of the guided test technique in terms
of error discovery and use of computation resources?

• RQ 3-Effect of the Sequence Length: How does
the number of locations provided in the sequence affect
the performance of guided test?

4.1 Study Design
We conduct the experiments for our study on a super com-
puting cluster of 618 nodes1. Every node in the cluster has
8 GB of RAM and two Dual-core Intel Xeon EM64T proces-
sors (2.6 GHz). The execution time for all guided test trials
and randomized depth-first search trials, given a particular
configuration of a model, is bounded at one hour. We pick
this time bound and trials to be consistent with other re-
cent empirical studies [9, 8, 25]. We use the JavaPathfinder
(JPF) v4.0 model checker, [31], with partial order reduction
turned on as an execution engine for the guided test tech-
nique. In the guided test trials we save at most 100,000
backtrack states.

4.2 Artifacts
1We thank Mary and Ira Lou Fulton for their generous do-
nations to the BYU Supercomputing laboratory



We use six unique multi-threaded Java programs in this
study to evaluate the effectiveness of the guided test ap-
proach. Three programs are from the benchmark suite of
multi-threaded Java programs gathered from academia, IBM,
and classical concurrency errors described in literature [9].
We pick these three artifacts from the benchmark suite be-
cause the study in [25] shows that the threads in these
programs can be systematically manipulated to create con-
figurations of the model where the error is hard to find based
on the semantic hardness measure defined in [25]. The par-
ticular examples from the benchmark suite were also chosen
because they exhibit different concurrency error patterns de-
scribed by Farchi et. al in [13].

The other three examples are programs that use the JDK
1.4 library in accordance with the documentation. Figure 1
is one such program. The particular usage causes various
concurrency errors in the JDK 1.4 library. We use Jlint on
these models to automatically generate warnings on possible
concurrency errors in the JDK 1.4 library. We use the re-
ports to manually generate a short sequence of locations or
a partial error trace. We also create parameterized versions
of these subjects where certain thread configurations make
the error hard to find based on the semantic hardness mea-
sure of [25]. Note that the guided technique can be applied
to the other models in the benchmark suite, [9], and other
classes in the JDK 1.4 library which exhibit the same con-
currency error patterns as the models chosen in this study.
The names, types of models, number of locations used for
guidance, and source lines of code (SLOC) are as follows:

TwoStage: Benchmark, Num of locs: 2, SLOC: 52

Reorder: Benchmark, Num of locs: 2, SLOC: 44

Wronglock: Benchmark, Num of locs: 3, SLOC: 38

AbsList: Real, Num of locs: 6, Race-condition in the Ab-

stractList class using the synchronized Vector sub-class Fig-
ure 1. SLOC: 7267

AryList: Real, Num of locs: 6, Race-condition in the Ar-

rayList class using the synchronized List implementation.
SLOC: 7169

Deadlock: Real, Num of locs: 6, Deadlock in the Vec-

tor and Hashtable classes due to a circular data depen-
dency [32]. SLOC: 7151

4.3 Independent Variable
To answer our research questions, we manipulate two inde-
pendent variables: the underlying secondary heuristics and
the number of locations in the sequence. Recall that between
meta-levels, where the states do not observe additional lo-
cations in the sequence, the guided test uses a secondary
heuristic value to guide the search.

We experiment with three different secondary heuristics to
study the effect of the underlying heuristic on the effective-
ness of the guided test. We experiment with the e-fca heuris-
tic [23], the constant heuristic, and the prefer-thread heuris-
tic [17]. The e-fca heuristic computes the distance between
a target program location and the current program location

Subject Random Guided Test

DFS E-FCA Const
Prefer

Threads
TwoStage(7,1) 0.41 1.00 1.00 1.00
TwoStage(8,1) 0.04 1.00 1.00 1.00
TwoStage(10,1) 0.00 1.00 1.00 1.00
Reorder(9,1) 0.06 1.00 1.00 1.00
Reorder(10,1) 0.00 1.00 1.00 1.00
Wronglock(1,20) 0.28 1.00 1.00 1.00
AbsList(1,7) 0.01 1.00 0.37 0.00
AbsList(1,8) 0.00 1.00 0.08 0.00
Deadlock(1,9) 0.00 1.00 1.00 n/a
Deadlock(1,10) 0.00 1.00 1.00 n/a
AryList(1,5) 0.81 1.00 1.00 1.00
AryList(1,8) 0.00 1.00 1.00 0.01
AryList(1,9) 0.00 1.00 1.00 0.00
AryList(1,10) 0.00 1.00 1.00 0.00

Table 1: Defect Detection Rate.

using the control flow representation of the program. The
heuristic based on the distance estimate lends itself naturally
to guiding the test toward the next location in the sequence.
Note that we modify the heuristic to conservatively estimate
the distances in the presence of polymorphism.

The constant heuristic always returns a constant value as the
heuristic estimate. It serves as a baseline measure to test the
effectiveness of the guided test technique in the absence of
any secondary guidance. Recall that since we break all ties
randomly, the effect of using the constant heuristic is es-
sentially that of performing a randomized depth-first search
with rapid-restarts when the meta-heuristic value does not
change.

The prefer-thread heuristic [17] assigns a low heuristic value
to a set of user-specified threads. For example, if there are
5 total threads in a program, the user can specify to prefer
the execution of certain threads over others when making
scheduling choices.

The other independent variable is the sequence length. To
test a program we take an initial set of locations to guide
the test and then we add or remove locations from the set to
measure the effect of the sequence length on the performance
of the guided test.

4.4 Dependent Variables and Measure
The dependent variable measured to answer RQ 1 and part
of RQ 2 is the error density generated by a technique on
a given model. The error density is defined as the proba-
bility of a technique finding an error in the program. To
compute this probability, we use the ratio of the number of
error discovering trials over the total number of trials exe-
cuted for a given model and technique. A technique that
generates an error density of 1.00 is termed effective while a
technique that generates an error density of 0.00 is termed
ineffective. The other dependent variables we measure for
answering the research questions are: the number of states
generated, the total time taken before error discovery, the
total memory used in error discovery, and the length of the
counter-example for the error in the test. Measuring these
variables enables us to gauge the effort, in terms of compu-



STATES
Subject e-FCA Heuristic Constant Heuristic Prefer-thread Heuristic

Min Avg Max Min Avg Max Min Avg Max

TwoStage(7,1) 209 213 217 40851 130839 409156 414187 2206109 4813016
TwoStage(8,1) 246 250 255 49682 217637 502762 609085 4436444 10025314
TwoStage(10,1) 329 333 340 52794 314590 827830 2635251 6690008 8771151
Wronglock(1,10) 804 3526 12542 73 7082 22418 560 120305 675987
Wronglock(1,20) 2445 21391 175708 67 24479 242418 1900 3827020 15112994
Reorder(5,1) 106 109 112 1803 5597 10408 259 977 2402
Reorder(8,1) 193 197 202 17474 36332 65733 523 3110 13536
Reorder(10,1) 266 271 277 28748 67958 110335 771 5136 16492
AryList(1,10) 1764 14044 55241 3652 15972 63206 - - -
AbsList(1,10) 1382 1382 1382 10497302 10497302 10497302 - - -

TIME IN SECONDS
Subject e-FCA Heuristic Constant Heuristic Prefer-thread Heuristic

Min Avg Max Min Avg Max Min Avg Max

TwoStage(7,1) 407 449 502 6447 51546 121239 279363 495550 798506
TwoStage(8,1) 415 449 506 11258 86825 166487 491829 760104 1349420
TwoStage(10,1) 424 451 495 14048 128340 259194 498178 912009 1325840
Wronglock(1,10) 693 1544 2198 370 2770 7221 751 19758 89917
Wronglock(1,20) 1307 4422 6247 364 10781 35866 1224 657836 3543484
Reorder(5,1) 290 349 504 1587 2352 3115 434 667 938
Reorder(8,1) 339 447 601 4778 11234 34720 975 1318 2276
Reorder(10,1) 386 464 537 7879 31277 97325 876 1455 2304
AryList(1,10) 1131 3006 5069 2751 7031 24363 - - -
AbsList(1,10) 805 921 1133 2584794 2584794 2584794 - - -

MEMORY IN MB
Subject e-FCA Heuristic Constant Heuristic Prefer-thread Heuristic

Min Avg Max Min Avg Max Min Avg Max

Twostage(7,1) 163 163 163 261 1050 1863 3715 5324 6259
Twostage(8,1) 163 163 163 437 1501 2223 4536 5421 6450
Twostage(10,1) 163 191 202 631 2011 3328 4915 5636 6356
Wronglock(1,10) 67 104 129 19 109 292 29 292 916
Wronglock(1,20) 89 177 202 19 277 751 49 1538 4282
Reorder(5,1) 163 169 203 50 89 125 19 29 41
Reorder(8,1) 161 167 202 203 419 834 42 61 124
Reorder(10,1) 163 165 203 342 910 1856 39 75 127
AryList(1,10) 247 267 301 154 261 571 - - -
AbsList(1,10) 164 178 202 6154 6154 6153 - - -

DEPTH OF ERRORS
Subject e-FCA Heuristic Constant Heuristic Prefer-thread Heuristic

Min Avg Max Min Avg Max Min Avg Max

Twostage(7,1) 38 38 38 52 58 65 52 55 59
Twostage(8,1) 41 41 41 58 63 69 57 60 62
Twostage(10,1) 47 47 47 70 74 79 71 71 71
Wronglock(1,10) 20 21 22 19 28 38 43 49 59
Wronglock(1,20) 20 21 22 23 30 42 22 69 82
Reorder(5,1) 25 25 26 31 36 39 29 30 32
Reorder(8,1) 34 34 34 47 51 55 37 39 41
Reorder(10,1) 40 40 40 54 61 67 41 44 47
AryList(1,10) 85 96 109 99 114 135 - - -
AbsList(1,10) 133 133 133 402 402 402 - - -

Table 2: Comparison of secondary heuristics when used with the guided test technique.
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Figure 5: Effect of varying the number of locations in the sequence during guided test using the e-fca as the
underlying secondary heuristic. (a) The AryLst(1,10) program (b) TwoStage(5,1) benchmark

tation resources, required for error discovery.

5. RESULTS
We present the results of the study and try to answer the
three research questions in Table 1, Table 2, and Figure 5.

5.1 RQ 1-Defect Detection Rate
In Table 1, we compare the error densities of randomized
depth-first search with the guided test technique in this pa-
per using different underlying secondary heuristics. The first
column (Subject) in Table 1 specifies the name of the sub-
ject and the thread configuration used. The thread count
in the models is the sum of the numbers specified in the
thread configuration. The second column labeled Random

DFS shows the error densities generated by randomized depth-
first search. The last three columns under Guided Test

are the error densities generated by the guided test tech-
nique using a fixed sequence length and three different sec-
ondary heuristics: e-fca heuristic (E-FCA), constant heuristic
(Const), and prefer-thread heuristic (Prefer Threads). The
n/a entry denotes that we did not run the test for the par-
ticular technique.

The results in Table 1 indicate that guided test, overall, has a
better defect detection rate compared to randomized depth-
first search. In the different models, as we manipulate the
number of threads to increase the semantic hardness of dis-
covering an error in the model (as defined in [25]), the ran-
domized DFS cannot find an error within 100 computation
hours. For example, consider the TwoStage example where
the error density drops from 0.41 to 0.00 when going from the
TwoStage(7,1) configuration to the TwoStage(10,1) con-
figuration. A similar pattern is observed in the Reorder

model where the error density goes from 0.06 to 0.0; in the
AryList model the error density drops from a respectable
0.81 to 0.00. For all these models, the guided test tech-
nique using the e-fca heuristic finds an error in every sin-
gle trial as indicated by the error density of 1.00. Even
the constant heuristic outperforms the randomized DFS in
most models. In the AbsList model, however, the constant
heuristic has comparatively low error densities of 0.08 and

0.37 in the AbsList(1,8) and AbsList(1,7) configurations
respectively. Among the different underlying heuristics, the
prefer-threads heuristic struggles to find an error in the most
number of models. The results in Table 1 indicate that
guided test, in general, has a better defect detection rate
when compared to randomized depth-first search.

5.2 RQ 2-Effect of the Secondary Heuristic
The results in Table 1 show that the choice of the underly-
ing heuristic is important and can affect the performance of
the guided test. As the e-fca lends itself naturally to guid-
ing the test toward a location in the program, we notice
that the guided test using the e-fca heuristic estimate has
the best error discovery rates when compared to guided test
trials using the constant and prefer-thread heuristics. The
sub-par performance of the prefer-thread heuristic in some
models indicates that it is important to choose the secondary
heuristic judiciously.

To further evaluate the performance of the different under-
lying secondary heuristics, we measure four different metrics
generated in the error discovering trials of guided test. We
measure the number of states explored before error discov-
ery, total time taken for error discovery, the total memory
used, and the length of the counter-example. For each met-
ric, we measure the minimum, average and maximum values
generated during the 100 trials of guided test. The results
are presented in Table 2. Note that the sequence length is
fixed in this test.

The first table (labeled STATES) in Table 2 reports the mini-
mum, average, and maximum number of states generated in
the error discovering trials of guided test using the three sec-
ondary heuristics. In the TwoStage, Reorder, AryList, Ab-
sList subjects, the minimum, average, and maximum states
generated by the e-fca heuristic is perceptibly less than the
constant and prefer-thread heuristics. Consider the model,
Twostage(7,1) where, on average, the e-fca heuristic only
generates 213 states while the constant heuristic and prefer-
thread heuristic generate 130, 839 and 2, 206, 109 states re-
spectively, on average, before error discovery. In the Ab-

sList(1,10) model the e-fca heuristic finds the error every



time by exploring a mere 1382 states. In contrast, only
a single guided test, out of 100 trials, using the constant
heuristic finds the error after exploring over a million states,
while the prefer-thread heuristic is unable to find the error in
the 100 trials. Wronglock is the only model where the min-
imum number of states generated by the constant heuristic
is less than the e-fca heuristic. This example shows that in
certain models, it is possible for the random heuristic to get
just lucky. In the Reorder model, the prefer-thread heuristic
does better then the constant heuristic; however, in all the
other models the constant heuristic outperforms the prefer-
thread heuristic.

The tables labeled TIME IN SECONDS and MEMORY IN MB in
Table 2 show the minimum, average, and maximum time
and memory respectively in the error discovering trials of
guided test. The performance patterns described in the pre-
vious paragraph for the number of states generated are sim-
ilar for the total time taken and memory used between the
different secondary heuristics. Note that the static analysis
performed by the e-fca heuristic to compute distance esti-
mates incurs an additional cost in terms of time and memory
compared to the other heuristics. The effect of this addi-
tional cost, however, is mitigated because it more effectively
guides the test between any two locations in the sequence
which leads to a large saving in the total time and mem-
ory used. Consider, for example, the Reorder(5,1) model
where the prefer-thread heuristic takes twice the amount of
total time to find an error, on average, while the constant
heuristic takes four times as much time, on average, when
compared to the e-fca heuristic. The total static analysis
time taken by the e-fca heuristic, while conservatively esti-
mating distances in the presence of polymorphism, ranges
between two to seven seconds for the results presented in
this study.

The table labeled DEPTH OF ERRORS in Table 2 shows the
minimum, average, and maximum length of the counter-
example generated in the error discovering guided test tri-
als. The e-fca is an admissible heuristic; when used in a
A∗ search, it is guaranteed to find the shortest counter-
example. This notion, however, does not hold in the cur-
rent greedy depth-first search. Interestingly, the length of
counter-examples shown in Table 2(d) shows that the e-fca
heuristic consistently finds shorter counter-examples when
compared to the constant and prefer-thread heuristics.

The results in Table 1 and Table 2, show that guided test
using the e-fca heuristic is more effective when compared to
the constant and prefer-thread heuristics.

5.3 RQ 3-Effect of the Sequence Length
To answer RQ 3, we vary the number of locations in the
sequence for the guided test using the e-fca heuristic as the
secondary heuristic. In Figure 5 we plot the average num-
ber of states generated before error discovery while varying
sequence lengths in two different models. In Figure 5(a)
for the AryList(1,10) model there is a sharp drop in the
number of states when we increase the number of locations
from one to two. A smaller decrease in the average num-
ber of states is observed between sequence lengths two and
three. After three locations, we observe the effects of di-
minishing returns and the number of states does not vary

much. The same pattern is observed in the TwoStage model
shown in Figure 5(b). This pattern is observed in most of
our models using different secondary heuristics. In general,
for the models presented in this study only 2-3 locations are
required for guided test to be effective. This is encourag-
ing because it is easy for users to specify 2-3 locations in
the program that could possibly lead to a concurrency er-
ror. The AbsList model with certain thread configurations,
however, requires five locations for the guided test to be suc-
cessful. The AbsList model represents the race-condition in
the AbstractList class while using the synchronized Vector

sub-class in the JDK 1.4 library from our Figure 1 exam-
ple. For these, AbsList models, the randomized depth-first
search has an error density of 0.00. To our knowledge, this
is the first report of the error in the JDK 1.4 library.

6. THREATS TO VALIDITY
The subjects used in the study are representative of the
other multi-threaded programs in the benchmark suite [9,
25] and JDK 1.4 library. The technique presented in this
paper can be applied to other programs of the benchmark
suite and other classes in the JDK 1.4 library. We cannot,
however, conclusively state whether these artifacts and ex-
amples encompass the concurrency errors in a larger set of
multi-thearded Java programs. Our study was performed on
the JPF model checker. We have already seen that different
versions of the same tool yield different results in terms of
states generated before error discovery. Specifically we see
by comparing results of [9] and [25] that a model that had
a hard to find error in a previous version of the tool had eas-
ily discoverable errors in the new version of the tool which
maybe caused by the differences in the implementations of
partial order reduction and state storage techniques. This
effect is partly mitigated by the fact that if technique A out-
performs technique B in one version of the tool, the relation
continues to hold in the other version of the tool, regardless
of any variance in the measurables.

The guided test requires the secondary heuristic to essen-
tially guide the search toward the next location in the se-
quence to be effective. The prefer-thread heuristic in its
current state, however, does not support the notion of guid-
ing toward a program location which might be the reason
for the sub-par performance of the prefer-thread heuristic
in the guided test trials. Finally the results presented are
also dependent on the variables selected in the study, for
example, the number of trials and the execution bound.

7. RELATED WORK
Random Testing [26, 8, 5] uses random inputs or thread
schedules to find errors in the program. JCrasher, [5], gen-
erates random JUnit test cases for all public methods in
a given set of classes. Dwyer et al., [8], randomly sam-
ple from different thread-schedules to disperse the search
through the state-space and quickly find the error. Ran-
domized search strategies are easily parallelizable and differ-
ent compute nodes can independently search for the error.
Sen, [26], improves the standard randomized search tech-
nique by sampling more evenly from the different partial
orders. In the study presented in this paper, we specifically
choose subjects where randomized test techniques fail to find
the error.



Symbolic execution has extensively been used for testing
programs and automatic test case generation since the 1970s,
[20]. Recent work by Tomb et al., [30], uses symbolic execu-
tion to generate concrete paths to null pointer exceptions at
an inter-procedural level in sequential programs. Concolic
testing, [28], executes the program with random concrete
values in conjunction with symbolic execution to collect the
path constraints over input data values. jCUTE, [27], in
addition to concolic testing, generates thread schedules that
execute unique paths in a concurrent program. jCUTE is a
white-box testing mechanism that tries to achieve full path-
coverage by generating path constraints that make different
execution paths feasible. The jCUTE results demonstrate
that the cost of constraint solving to achieve full path cov-
erage in a concurrent system is extremely high.

Static analysis techniques ignore the actual execution envi-
ronment of the program and reason about errors by simply
analyzing the source code of the program. Warlock, [29],
and ESC/Java, [15], are two static analysis tools that rely
heavily on program annotations to find deadlocks and race-
conditions in the programs. Annotating existing code is
cumbersome and time consuming. RacerX, [12], does a top-
down inter-procedural analysis starting from the root of the
program. Similarly, the work by Williams et al., [32], does
a static deadlock detection for Java libraries. FindBugs [19]
and JLint [1], looks for suspicious patterns in Java programs.
Error warnings reported by static analysis tools have to be
manually verified which is difficult and sometimes not possi-
ble. The output of such techniques, however, serve as ideal
input for the guided test technique presented in this paper.

Check ‘n’ Crash, [6], is a hybrid test technique that uses a
constraint solver to generate concrete test cases based on
the output from the static analyzer tool—ESC/Java. Check
‘n’ Crash, however, only generates test cases for safety vi-
olations in sequential programs. DSD crasher [7], extends
Check ‘n’ Crash by adding information from a runtime anal-
ysis tool to ESC/Java to improve its analysis. It too is,
however, limited to generating test cases for sequential pro-
grams.

Model checking is a formal approach for systematically ex-
ploring the behavior of a concurrent software system to ver-
ify whether the system satisfies the user specified properties
[18, 21, 31, 3]. Counter-example guided abstraction refine-
ment [2] and partial order reduction [14], have been used
to partially overcome the explosion in the state-space of the
system due to data values and thread-schedules respectively.
For concurrent programs, recent seminal work by Cook et
al., [4], uses a thread-modular approach to prove termina-
tion of concurrent programs. The work, however, does not
differentiate between legal termination of a program ver-
sus termination due to a deadlock. Another recent work by
Gotsman et al., [16], checks for lock consistencies in the pres-
ence of deep heap updates using abstract interpretation to
detect race-conditions. In contrast to exhaustively search-
ing the system, certain model checking techniques also use
heuristics to guide the search quickly toward the error [10,
17, 11, 22, 23]. The state space explosion problem has pre-
vented model checking from scaling to large general concur-
rent systems. We try to overcome this problem by using
the information about a potential error to quickly find the

error.

8. CONCLUSIONS AND FUTURE WORK
This paper presents a guided test technique that automati-
cally verifies potential concurrency errors in multi-threaded
Java programs. We provide the guided test a sequence of lo-
cations or a partial error trace and the program. The guided
test technique automatically controls scheduling decisions to
direct the execution of the program using a two-tier ranking
scheme. The states are first ranked based on the number
of locations, from the given sequence, encountered along the
path and then ranked using a secondary heuristic value. The
aim of the secondary heuristic value is to guide the test to-
ward the next location in the sequence. The study presented
in this paper shows that the guided test technique is effective
in error discovery in subjects where randomized depth-first
search fails to find an error. Using the guided technique we
discovered real concurrency errors in the JDK 1.4 library.

In future work we want to take the output of a static analysis
tool and autmomatically generate a partial error trace and
extend the technique to handle non-determinism arising due
to data values. The other area open for research is design-
ing a better underlying heuristic. The results in the paper
indicate that a better estimate of the distance to the next lo-
cation in the sequence, overall, improves the performance of
a guided test. One problem in current distance heuristics is
that they cannot accurately estimate the distances between
program locations in the presence of polymorphism.
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