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This technical report presents the computational model and
theoretical background of model checking asbstract compo-
nent in the contex of concrete software environment.

1. COMPUTATIONAL MODEL

In this section, we give a model of computation in which we
can reason about the verification of abstract components in
the context of concrete software.

Component A component is a reusable piece of code that
can accomplish a certain task and which is designed to in-
teract with other components or programs. In this work, we
simply define a component as a range of program counter
(pc) values. We let PC. denote the set of pc values that
belong to the component under test. The problem of ex-
tracting a component from a software artifact is important,
but left as future work.

Given a complete software artifact and a PC. range, our
technique performs abstraction in the part of the program
which corresponds to PC. and leaves the rest of the soft-
ware concrete. As such, our model of a system consists of a
concrete part and an abstract part.

Concrete Model Given a finite set of atomic propositions
AP, the state space of a program is modeled as a transition
system M = (S, so, T, L) where:

e S is a finite set of states,

e 350 € S is the initial state,

e T'C S x S is a set of transitions,

o L:S — 2% is a labeling function, where L(s) = {p €
AP|'s = p}
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Abstract Model (adapted from [?]) Given a concrete pro-
gram model M = (S,s0,T,L), a set of predicates & =
{¢1,...,¢n}, and an abstraction function as : S — Bn
in which B, = {b1...b,} is a set of bit vectors where
as(s) = bi...by with b; = 1 if s &= ¢; else b; = 0, the
abstract model A = (Sa, @0, Tw, La) where:

e So ={a|se S and a = as(s)} is a set of abstract
states,

e ap = aa(so) is the initial abstract state.
e T, C S, xS, is a set of abstract transitions.

e Lo : Sy — 27 is a labeling function for abstract
states, where Lo(a) = {p € AP | a = p}

Mixed Model The mixed model includes both the abstract
and concrete parts of the state space. The definition of the
mixed model requires the ability to extract the pc value from
a system state. We define a function V,. : S — Z such
that Vpe(s) = v where v is the pc value in state s. Given
a concrete program model M = (S,so,7, L), a predicate
set ®, and an abstraction function ag, the mixed model
X ={Ss,20,Tp, Lo} is

e S, ={z = f(s) for s € S} is a mixed set of abstract
and concrete states, where f is a function such that

F(s) = { s Voe(s) ¢ PCc

as(s) otherwise

e 1 is a start state, so that if Vjc(so) € PC. then zo =
aa(s0), else xo = so,

o T, C S, xS, is aset of transitions. More specifically,
it consists of concrete transitions Ty ¢, abstract tran-
sitions T3, transitions between concrete and ab-
stract states Ty %, and transitions between abstract
and concrete states Ty ¢, more formally

= T = {(s0,5) | (si85) € T and Vie(si) ¢ PC
and Vjpe(s;) ¢ PC.}

=T = {(as(si), aa(s;)) | (si,s5) € T and
Vpe(si) € PCe and Vjpe(s;) € PCe}

= TE" = {(si, an(s;)) | (s1,5,) € T and Ve(si) ¢
PC. and Vje(s;) € PC.}
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Figure 1: Transitions can occur betwee:
the abstract and concrete regions of the

=177 = {(aa(si), s;5) | (siys5) €T 2
PC. and V,e(s;) ¢ PC.}

o L,:S, =24 isa labeling function, wl
{pe AP |z = p}
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We write s —— s’ to indicate that there is a
between states s and s’. We write s — s’ to di
sition between s and s’ when the context is obv
s reaches s’ through zero or more transitions, w
s’ and say s’ is reachable from s.

Path A path # = sp...s, in a mixed mod
sequence of states such that (s, si+1) € Tx
0...n—1. Weuse 7;" to denote that thereis a
si and s,. A mixed path is a path

acta a—c (tCHC)+ je—a
T — =2 — 81 —— Sp —7 <

where
t&ﬁc e T:?*)c" tC*)C G T;HC, and tC*}a e T;Ha

and each of the t“7¢ transitions may be different. = Note
that in the above mixed path, all states along the path n§
remain concrete since the transitions between z and c lie
outside the component under test. For two paths 777 and
mar, mee = myr indicates that these two paths follow the
same transitions, and 7z # 7" indicates that one or more
transitions in each path are different.

Properties The properties are defined only on the abstract
part of the model. The concrete part is treated as a single
transition. Given a system, CTL* properties will be defined
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Figure 2: A Kripke structure containing both ab-
stract and concrete states together and the corre-
sponding Kripke structure that will be used in ver-
ification.

single transition x — c¢. We refer to x — ¢ as a border
transition.

This is illustrated in Figure 2. The graph on the left side of
Figure 2 represents the original Kripke structure for a pro-
gram and graph on the right side shows the Kripke structure
on which properties are defined. As before, dotted circles
represent abstract states and solid circles represent concrete
states.

Checking the exactness of the abstraction of the transition
relation is the biggest challenge we face using mixed abstract
and concrete models. If each transition between abstract
states is exact with respect to the corresponding transition
between concrete states, then a bisimulation relation can be
established between the abstract and concrete models and
CTL* properties will be preserved in the abstract model.
When the transition resides entirely in the abstract part of
the system, this check is done easily using the approach pre-
sented in [?]. However, the check is less obvious when we
must check the exactness of a border transition in which a
series of concrete transitions are treated as a single transi-
tion. In order to explore all possible behaviors in such border
cases, we need to reason about the accumulative effect of the
intermediate transitions on the border states. We will use a
method similar to symbolic simulation to capture the mean-
ing rather than just the effect of concrete transitions on the
border states.

Symbolic transitions A symbolic transition is an accu-
mulation of the effects of a sequence of transitions on the
state variables. For example, if we have a series of transi-
tions x = x+1, = 2z, and = «? in a path, then symbolic
transition for these transitions is 2 = (2(z + 1))?. Given a

Tn

path 737, the notation (zo,z,) denotes the symbolic tran-



sition from x¢ to z,. In other words,
(zo,zn) = (zo, 1) 0 (1, 22) 0+ 0 (Tp—1,Tn)
where
0<i<n-—1and (z;,ziy1) € Ty

and transition composition, o, denotes the sequential appli-
cation of a transition to the result of the previous transition.

As in [?], the precision check is based on weakest precondi-
tions. However, we must cope with weakest preconditions
defined over border transitions as well as component transi-
tions. In either case, the basic definition is the same.

Weakest Precondition The weakest precondition, in terms
of a transition, calculates the predicates that must be satis-
fied before a transition executes so that a set of predicates
will be satisfied after the transition. We use wp(®,i) to
express weakest precondition of transition 4 in terms of a
predicate set ®. We have wp(®,i) = P[Tnew/Tora] where
Tnew 18 the new value of variable x in the predicate set ®
after a transition i, and x4 is the old value of variable =
before the transition 1.

2. THEOREMS

The central problem in our mixed computational model is
determining whether or not the abstraction is precise, or,
in other words, creates a bisimulation between the partially
abstract and the original systems.  And this problem is
particularly difficult for border transitions which exit and
re-enter the abstracted component. In this section, we pro-
vide theorems that characterize the correctness and termi-
nation properties of the algorithm in the presence of border
transitions.

There are several scenarios in which the abstraction of the
component may lose precision after execution passes through
then returns from the concrete environment. Figure 3 sum-
marizes these cases when execution re-enters the abstract
component. Figure 4 illustrates the cases when execution
fails to re-enter the abstract component. All other possible
behaviors are special cases of these four behaviors. In these
figures, solid circles indicate concrete states, dotted circles
indicate abstract states, solid arrows indicate one transition,
and dotted arrows indicate series of transitions.

In the left graph of figure 3, border states x and y are ab-
stracted into same abstract state, go through same transi-
tions, and eventually generate two different abstract states.
In this case, we need to add predicates to distinguish x and
y in order to explore both ¢ and d. We will symbolically sim-
ulate the transitions in the concrete environment and check
the weakest precondition of the predicates in terms of the
final result of symbolic simulation through the concrete en-
vironment to decide if the abstraction is exact or not. If the
symbolic transition for a sequence of concrete transitions is
x = (2(x + 1))? then to determine if the abstraction is pre-
cise, we check if aa(z) = wp(®,z = (2(z + 1))?)

In the right graph of figure 3, border states x and y go
through same transitions for a while, reach states z and w,
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Figure 3: Scenarios in which control flows from a
single abstract state into the surrounding software
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Figure 4: Scenarios in which control flows out of but
not back into an abstract component.

then separate into different transitions, and end up with
different abstract states when they re-enter the component.
This case occurs because there are branches in the concrete
environment. In a guarded command language, there needs
to be guards that distinguish z and w in the concrete en-
vironment. The intuition of our approach is to push the
guards that distinguish z and w upwards into the path to
generate predicates that distinguish x and y. For example,
in this graph, let = represent the guards that differentiate
z and w, then we check if as(x) = wp(y,1), where 7 is the
symbolically simulated transition for the series of transitions
before the branch occurs.

In the left graph of figure 4, border state y has an infinite
loop, and never returns to the abstract component. Detect-
ing loops such as these is equivalent to solving the halting
problem. Therefore, if the concrete environment executes
infinitely without returning control to the component, we
can’t say anything about the component. In the right fig-
ure, border state y terminates in the concrete environment
and never returns to the abstract component. In this case,
we introduce an exit state J in abstract component. Using
this placeholder abstract state, the case is similar to the sce-
narios described in figure 3, and we can use the approaches
described there to determine the precision of the abstraction.

Recall that our algorithm does abstraction refinement us-
ing Pasareanu’s approach inside the component, and does
abstraction refinement for border states by checking the ex-
actness of the abstraction in terms of a symbolic represen-
tation of the accumulated behavior of a series of concrete
transitions and in terms of the guards of branches encoun-
tered on border transitions. Abstraction refinement in bor-
der states can be done by considering just a prefix of or all
of transitions in the concrete environment.

The precision of the abstract component will increase as the
number of concrete transitions considered increases. When
we consider all the transitions, and the algorithm termi-
nates, then we have an exact abstraction which creates a
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bisimulation and can make claims about the correctness of
the component. The following theorems precisely state and
prove these claims.

Theorem 1 proves that doing abstraction refinement on sym-
bolic representations of sequences of transitions preserves
the behaviors for each of the four possible boundary cases.
The theorem is split into two cases. The first case corre-
sponds to the left side of figure 3 and the second case corre-
sponds to the right side of 3. The proof uses composition
and weakest precondition to show that the algorithm will
include all possible abstract behaviors relative to the given
properties whether or not there is a branch in the concrete
environment.

THEOREM 1. : Let ®;, (0 < i < n) denote the set of local

predicates in program location of x;. Given a path wg!, and

Yo. such that as,(yo) = aa,(zo),

1. if each of the following conditions are met:

Tn — Y
Mg = Tyg s

aw, (¥n) # 0w, (yn) and
3(1)6 a<1>6 (:CO) = wp(q)fw ($07 m"l))
then ag (vo) # asy (Yo)
2. if each of the following conditions are met:
T —* wim1 B i = T,

* ty *
Yo — Yi-1 = Yj = Ym,

Lo £ 1y,
Tio1__Yio1
zo = Tyo

oo # Ty, and

3®g. Apl) (o) = wp(Pi—1, (w0, Ti-1))
in which ®;—1 is a set of guards that differentiate x;—1
and yi—1, then
gy (zo) # oy (Yo)-

PROOF. 1. By induction with respect to the number of
transitions between zo and z,. Basis step with (n = 1)
is obvious. Induction step: Assume n = k£ + 1. From
the definition of composition and weakest precondi-
tion, we know that

agy (z0) = wp(Pr+1, (To, Tr+1))
is equivalent to
agy (z0) = wp(wp(Pu+1, (T, Tht1)), (To, Tk)))-

Let & = wp(Pr+1, (Tk, Tk+1)), then from the defini-
tion of weakest precondition, we have that the abstrac-
tions of successor states for states zx and xj are equal
under a transition ¢ iff the abstractions of z, and
are equal. More precisely,

t t
Zk — Zk4+1 N Tk — Thy1
implies
APy (2h41) = APy 4y (wpt1) iff Qo (2k) = Ay, (zk).

However, we assumed that o, , (Try1) # @a, ) (Yet1)
and (zo, Tr+1) = (Yo, Yk+1), from which it follows that

s, (Tr) # o, (yr), and ag; (vo) # asy(yo) follows
from the inductive hypothesis.

2. Proof is similar to part 1. Since $,_1 is a set of

guards that distinguish x;—1 and y;—1, we have that
av; ,(Ti-1) # as, ,(yi—1). We assumed et =

Tyo 'y Qg (20) = @, (y0), and agy (z0) = wp(Pi-1, (xo, Ti-1)).

The same use of weakest precondition in part 1 gives
gy (T0) # oy (Yo)-

O

We have the following corollary of the above theorem. The
corollary says that if the abstraction is exact in terms of
the symbolically simulated transitions which lie outside the
component, then the abstraction includes all the possible
behaviors of the states at the border of the component.

COROLLARY 1. Given a series of transitions xo — x1 —

- — In, if the abstraction is exact for symbolically rep-
resented transition (zo,Tn) using a set of predicates Py,
then the abstraction captures all effects of concrete behav-
tors starting at location 0 at program location n in terms of
the predicates ®,,.

ProOOF. This corollary is a direct result of theorem 1.
Suppose aa,(zo) is an abstract state produced in program
location 0, and as, (z,) is an abstract state produced in
program location n. The concrete transition o — 1 —

- — 1z will be replaced by symbolic transition (xo,xn).
States x¢ and x, can be abstracted into existing abstract
states or new abstract states. There are four different pos-
sibilities. First, both as,(zo) and as, () are existing ab-
stract states. Second, as,(x0) is an existing abstract state
and as, (xn) is a new abstract state. Third, as,(x0) is a
new abstract state and as,, () is an existing abstract state.
Fourth, both as,(z0) and as, (zn) are new abstract states.
In the first case, since both states are existing states, no
precision is lost. The second case is impossible by theorem
1. In the third case, the new state is generated in program
location 0 and the result of execution is an existing state
at program location n, which does not lose precision. In
the forth case, a new abstract state is generated in program
location 0, which goes to a new abstract state at program
location n, which also does not lose precision. Therefore,
the corollary holds for all possible cases. [

The next theorem states we can vary the precision of the ab-
straction by varying the number of concrete transitions used
to build the symbolic representation of the surrounding soft-
ware. In all cases, errors found in the abstract component
correspond to feasible errors in the original component.

THEOREM 2. Suppose xo aia Tn, then the abstract com-
ponent generated by doing abstraction refinement in terms
of (xo,x:) for the predicate set ®;, with 0 <i <n and ®; =
AP, is an under-approximation of the original component.

PROOF. Since all states and transitions visited during model
checking are concrete states and generated using concrete



transitions from concrete software, all errors found during
model checking correspond to real errors. Since 0 < i < n,
the exactness check will include concrete behaviors up to
the instruction at program location ¢. However, program
behaviors between the instructions at locations ¢ and n will
be ignored in the precision check. This means that some
execution paths that split between locations ¢ and n may be
missed. If these paths lead to errors in the component, then
those errors will not be detected. Therefore, the absence of
errors in the abstract system does not guarantee the absence
of errors in the concrete system. [

This following theorem establishes the relationship between
sets of errors found when using symbolic representations
built from different numbers of steps through the concrete
environment.

THEOREM 3. Suppose xo aia ZTn, and suppose F; is the
set of errors detected in the abstract component by doing re-
finement in terms of (zo,xi), and Ei11 is the set of errors
detected in the abstract component by doing abstraction re-
finement in terms of (xo,xi+1), where 1 < i+ 1 < n, then,

E; CE;UFE;11 and UZ)L E; = E, but not E; C E;j+1

Proor. E; C E; U E;41 is obvious. However, it is not
the case that F; C E;+1. For example, if the accumulative
transition through 7 steps is * = x—1 and the next transition
is x = x + 1, then the accumulative transition through i 4 1
stepsis ¢ = z. If the complete accumulative transition is x =
x—1, then the model of i steps is more precise than the model
of i + 1 steps. Since the accumulative transition (xo,xn) is
the only complete model of concrete program behavior, the
errors found in the nth step include all the errors. [

We have dealt with transitions that enter and leave the com-
ponent in the previous theorems. We now have the founda-
tion on which to describe our model in terms of the one
described in [?] and give a slightly modified version of the
theorems presented in [?].

Theorem 4 states that if the algorithm terminates, we either
find an error or prove that the system is error-free.

THEOREM 4. Vxo. xo aia ZTn, if we do abstraction re-
finement in terms of (xo,xn) and the algorithm terminates
with errors, then the errors are real. If the algorithm termi-
nates without any error, then the component is error free.

PrOOF. The algorithm terminates only when an error is
found or the abstraction is exact with respect to all sym-
bolically represented transitions. As shown in theorem 2, if
an error is found, it will be a feasible error because we only
explore real concrete states and real concrete transitions.
And from corollary 1, we know that we can treat complete
symbolically simulated transitions through the concrete soft-
ware as a single transition because the abstraction does not
lose any precision relative to such transitions for paths which
start at the start location and end at the end location. Also,

behaviors from the concrete software are ignored during veri-
fication. If we treat each of the symbolically simulated tran-
sitions as one single transition, then we will get a system
that is presented in [?] and therefore all of the theorems
presented there also apply to our system. [

Theorem 5 describes the cases in which the abstraction com-
putation may not terminate.

THEOREM 5. If the algorithm does not terminate, there
are two possibilities.

1. The concrete system includes infinite behaviors in which
case we don’t know anything about the component, or,

2. if the algorithm does not terminate because of infi-
nite behavior in the component, then the algorithm will
eventually generate a structure which is bisimilar to the
original component although the algorithm is not able
to detect such a bisimulation.

PRrROOF. 1. The first statement holds due to fundamen-
tal limits of computability. In particular, determining
if the concrete software terminates or not is the halting
problem.

2. The theorem in [?] applies directly.



