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Abstract. We present an incremental proof of the producer/consumer property
for the PCI protocol. In the incremental proof, a corrected model of the multi-bus
PCI 2.1 protocol is shown to be a refinement of the producer/consumer prop-
erty. Multi-bus PCI must be corrected because the original PCI specification vi-
olates the producer/consumer property. The final model of PCI includes transac-
tion types and reordering along with the completion mechanism for delayed PCI
transactions. Verification results include multiple concurrent sessions of the pro-
ducer/consumer property in a family of topologically isomorphic network config-
urations. The remaining configurations are identified and left for future work. In
contrast to previous case studies involving this problem [13, 15], the incremen-
tal proof provides structure which simplifies otherwise difficult monolithic proof
attempts.

1 Introduction

Overview Modelling complex systems can be improved by the use of refinement tech-
niques. A refinement technique allows one to gradually develop a system step by step,
or to tackle complex problem like the PCI Transaction Ordering Problem. The B event-
based method provides a framework for deriving abstract systems satisfying the pro-
ducer consumer property. The paper is an illustration of the effectiveness of refinement
for those systems. The work described in this paper is a joint effort between researchers
at LORIA, Nancy and the University of Utah and was facilitated by several exchange
visits between institutions.

Refining abstract systemsThe essence of the refinement is to separate abstract sys-
tems with respect to safety properties and to simplify the view of the system under
development. The development process begins with a very simple and abstract system
which states properties expressed in requirements. The development process continues
by adding more and more details through the refinement relationship. The refinement re-
lationship expresses the enrichment of the initial abstract system and is supported by the
Atelier B tool[20]. When a new refined system is analyzed, the tool generates proof
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obligations which are proved either automatically, or using the Atelier B interactive
prover. The refinement process is repeated for a chain of abstract systems and stops
when the last model is suitably close to the implementation of system.

Understanding systems by proof$he documentation of a non-trivial system is very
tedious and complex, since it is often expressed in terms similar to an automaton. The
main aspects of our approach is the use of a general theorem prover which helps in
the proof process understanding what is missing in the model under development; the
refinement allows us to be very close to the concrete model described in the documen-
tation of the system. Though the prover is interactive, it helps in deriving properties as
invariant or safety properties. The prover plays a central role in the refinement process
and allows us to get a complete proof of the development and hence of the final pro-
tocol. The verification isiniformin the sense that no assumptions are made about the
number of nodes in the system. The incremental process is based on refinement and we
have to add step by step details of the document. The main problem is to start from a
very abstract, yet significant, system expressing the goal of the protocol (namely the
producer/consumer system in this case study). The methodology allows us to address
problems in small steps because of the incremental process. It allows us to think of the
properties of the specified system and to communicate together using precise formal
definitions.

Outline In our study, we build a model of the PCI protoc®efipheral Component
Interconnectan I/0 standard) using refinement, and prove that this protocol satisfies a
crucial property, the Producer/Consumer property.

First, we briefly recall the PCI protocol, then present the B System methodology. Next,
we use the B System to model a simple realization of the Producer/Consumer prop-
erty, which we refine into an abstraction of the PCI protocol at the bus/bridge level.
We conclude with some observations about refining a model of PCI from the Pro-
ducer/Consumer property and compare the refinement verification with previous efforts
to verify the same property using theorem proving and model checking.

2 The PCI Transaction Ordering Problem

2.1 A Short Review of the PCI Protocol

A PCI network is a network oagentsconnected tduses the busesbeing intercon-
nected vigbridges The entire network forming an acyclic graph with exactly one path
from any agent to every other agent as shown on figure 1. Routing is performed using
a static routing table.

All agents have two waiting queues (or channels): one incoming (the target channel) and
one outgoing (the master channel). Similarly, every bridge between buses bl and b2 has
two channels: one channel with b1 as its in-bus and b2 as its out-bus, and one channel
with b2 as its in-bus and b1 as its out-bus. The PCI protocol (Revision 2.1)[16] uses two
kinds of transactiongPostedtransactions an@elayedtransactions. For simplicity of
explanation, consider a simple PCI network with two agents connected to two different
buses linked via a bridge.

First, suppose an agent, tBensumeemits a delayed read (DR) transaction addressed

to another ageridata. The entire mechanism is shown on figure 2.
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A routing table indicates that messages addressed to Data pass through bus b1, so the
Consumer attempts to enqueue its transaction in the bridge channel going from b1 to b2
(2). After the first attempt, the DR transaction is marked as committed by the Consumer
(2), the Consumer re-tries the transaction until the target bridge channel receives this
transaction (3). The Consumer retains a copy of the delayed transaction in its master
channel. Next, the bridge channel tries to relay this transaction toward the target channel
of Data, after one try the transaction is also marked committed by the bridge channel (4).
The bridge channel continues to re-send the transaction until it is received by the target
(5). The bridge also keeps a copy of the delayed transaction. The copies of delayed
transactions are kept and deleted by the completion, which is described next.

Finally the DR transaction reaches the target channel of Data and the completion mech-
anism begins. First, the delayed read transaction is erased from the target channel of
Data and is replaced by a Completion transaction in the Data master channel (6). The
completion containing the return value of Data and the ID of target agent of the orig-
inal DR transaction (Data in this case). The Completion transaction then travels back-
ward from Data to Consumer, deleting copies of the DR transaction in every channel it
crosses, until it reaches the Consumer (7). The Completion carries the target of the orig-
inal transaction (Data in this case) so it is easy to match a completion transaction with
its corresponding DR transaction copy. When the completion reaches the Consumer,
the transaction is complete and there are no more DR transaction copies pending since
they have all been erased on the way back (8).

The difference between Posted transactions and Delayed transactions is that a Posted
transaction is not acknowledged by a completion. A posted transaction completes on the
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Fig. 2. Delayed read mechanism

originating bus before completing on the destination bus, while it is the exact opposite
for a Delayed transaction. One advantage of a delayed transaction is that the bus is
not held in a wait state while completing an access to a slow device. In order to avoid
deadlock in a PCI network, re-orderings in the channels are allowed. Legal re-orderings
are shown in figure 3. Also, uncommitted transactions may be discarded.

2.2 A Bug in the Protocol

Despite the re-orderings allowed to avoid deadlock, the PCI protocol is intended to
satisfy the Producer/Consumer transaction ordering property.

The Producer/Consumer Property The Producer/Consumer property (P/C) states
that if an agent (the Producer) writes a value to another agent (the Data), and then sets
a flag at a third agent (the Flag), then any other agent (the Consumer) which reads the
value written in Flag is guaranteed to read the value written to Data by Producer when
reading Data—assuming no other agents overwrite the value written by the Producer.
This property is intended to hold in every PCI network for any choice of Producer, Con-
sumer, Data and Flag. Unfortunately, PCI violates this property due to a phenomenon
calledcompletion stealing

Completion Stealing, Breach of P/C Figure 4. shows a violation of Producer/Consumer
involving completion stealing.

Suppose an agent, called Observer, is introduced, and that the Observer requests a value
at agent Data. Next the transaction completion from Data, intended for the Observer,
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waits in the bridge whilst Producer writes to Data and Flag. Then Consumer reads the
value written in Flag and emits a Delayed Read transaction toward Data, which is then
committed.

The completion from the Observer transaction is still waiting in the bridge. The com-
pletionfor the Observer stores the address of the target (Data) but not the source (Ob-

server).
The violation happens when the completion waiting on the bridge completes with the
Consumer instead of the Observer and the Consumer readklth@lue of Data.

2.3 A Revision Proposition
Corella made a proposal to fix this bug [11] :

— implement local-master identifiers so that a delayed transaction knows where it
originated from.



— require bridges and multi-function devices to have only one outstanding transaction
at a time for a given address (because of some aliasing problems that might occur
and that might enable completion-stealing).

Previously, we have tried to verify the Producer/Consumer property with Corella’s so-
lution using a combination of model checking and theorem proving [15].

3 Proof-Based Development

The B system [2, 3] approach is based on B notations of the B method [4] and extends
the methodological scope of initial concepts as set-theoretical notations and generalized
subtitutions to take into accoumbstract system#\n abstract systers characterized

by a (finite) list of variables possibly modified by a (finite) list of events; an invariant
establishes properties satisfied by variables and maintained by the activation of events
reacting to the environment, when guards are true. Abstract systems are close to ac-
tions systems of Back [5] and to UNITY programs [9]. We briefly recall definitions
and principles of abstract systems and we explain how they can be managed by Atelier
B [20].

Definition 1. (event)

An event has the following general form: yyy any « where P(z,v) then S(v, z) end
whereyyy is the name of the eventare local variablesy are state variablesP(z, v)

is a condition. called a guardS (v, «) is a (generalized) substitution expressing trans-
formations of states anflz . P(x, v) is the guard of the event.

Proof obligations are produced from substitutions, whose semantics is defined using
weakest preconditions. For instance, we give two rules for obtaining proof obligations
from texts of events.

any = where The event preserves the_ in_varianlt,
P(z,v) when the following proof obligation holds

then I(vo) A P(z,v0) A R(x,v,v0) = I(v).vo

is the value of the variable, when the event

v ¢ R(z,v,00) is triggered ;v is the value of the variable

end just after the activation of the event.

any z where The event preserves the invariahtwhen
P(z,v) the following proof obligation holdst(v) A

then P(z,v) = I(E(z,v)); E(z,v) is the
v = E(x,v) value of the variabley just after the acti-

end vation of the event.

The refinement of events defines a link between events and preserves properties of
events; it maintains the invariant and there are several ways to refine events. We give



an example of refinement and a list of proof obligations is generated to validate the
refinement.

any = where any y where
P(z,v) Qy,w)
then is refined by, denoted, then
v = E(z,v) w = F(y,w)
end end

— I(v) is an invariant of an abstract systefrand.J (v, w) is an invariant of a refined
abstract syster’ for w and a gluing invariant linking andw.

— I(v) A J(v,w) A Q(y,w) = Fz.(P(z,v) N J(E(x,v), F(y,w))) is the proof
obligation for checking the refinement.

Proof obligations of an event refinement contain informations that help in modifying
invariant or event, when one or more are remaining unproved because they are unprov-
able; the latter case leads to a reformulation of the event or a new statement of the
refined invariant. The proof engine is the tool supporting the validation of the refine-
ment. Refinement of events leads to define refinement of abstract systems; refining an
abstract system by another one is based on the refinement of events in the abstract sys-
tem according to the relation defined aboge= S’ (read.S’ refinesS) means that

S andS’ have the same set of events and every abstract evefl) (efrefined by the
concrete event af’. However, new events can be introduced in the new event system
and refine the abstrasilentevent. Asilentevent is either a skip event (variables are not
modified in the abstract model) or a keep event (modifying variables but maintaining
abstract invariant). Rules for the refinement of abstract systems are simply defined as
follows.

Definition 2. (refinement of abstract systems)
LetS and S’ abstract systems
S is refined byS’UU whereU = {Uy, : k € K}, when

— S C S'andsilent C Uy, (k € K),

— I(v) = grd(S’") v grd(U) (grd(U) (resp. grd.S’) stands for the disjunction of
U’s guards (resp. the disjunction ¢f’s guards),

— I(v) = V € N(V isthe variant controling the convergence),

—I(v) = (V. =n = [U](V <n)), (k€ K).

The refinement of abstract systems allows us to enrich system modelstéap dy
stepapproach and in a gradual way. Refinement provides a way to construct stronger
invariants of the system and to introduce communications, if needed. No assumptions
are made regarding the size of the system, in contrast to model checking. The case
study will show that refinement helps in understanding the system since the complexity
of the system is distributed and proofs are made easier. Finallf3 Hystenapproach

is a part of the validation process. Proof obligations ensure that properties are preserved



when events are triggered, deadlocks are avoided and no new events take control of
the entire machine, that is, the events of the previous machine still happen—but in less
time. Atelier B is not yet updated to directly handle Beystenapproach, but it allows

us to generate proofs obligations for abstract systems and refinements; the case study
is developed to illustrate the adequacy of that approach when constructing distributed
systems.

4 Modelling in Order to Prove

4.1 Refining From the Producer/Consumer Property Toward an Abstraction of
PCI Revision 2.1

The goal of our study is to formally prove that tfevised PCI protocosatisfies the Pro-
ducer/Consumer property, using abstraction and refinement techniques in the B event-
based (system) method.

We shall start from a simple model of a system of the Producer/Consumer property,
refine it gradually into a system abstracting the revised PCI protocol. The refinement
will be validated at every step, thus we will have proven that the revised PCI protocol
satisfies the Producer/Consumer property. The Atelier B [20] software was used in this
study and abstract systems have been completely checked by the tool.

4.2 Initial specification of the Producer/Consumer Property

The first abstract system describes the behavior of the Producer and Consumer. The
Producer produces a series of time-stamped data: the prgghicedescribes the pro-
duction of the data. The Consumer consumes a datum in the set of available data by
copying the datum from prod to cons: tbensumesvent models this task.

In this abstraction, the Producer/Consumer property is expressed by the fact that all
consumed datum has been produced previoesiggC prod).

In our first modelpcil, we define two set&D and VAL The variables of this model

are prod and conswhich are initialized to the empty set. The invariantpail is the
following:

prod € AD -+ VALA
cons € AD +— VALA
cons C prod

There are only two events in this abstract model which are :

produce = any ad, datawhere
ad € ADA
data € VALA
ad ¢ DoMm(prod)
then
prod := prodU {ad — data}
end;




consume= any ad where
ad € ADA
ad € poMm(prod) A
ad ¢ pom(cong
then
cons := consuU {ad — prod(ad)}
end;

4.3 Introduction of the Data and Flag Agent

The second model refines the first model. This model introduces agentaizatpand

Flag flag) which are intermediate agents between the Consumer and Producer. In the
state of the Producer/Consumer property for the PCI protocol, the Consumer can not
consume (read) the data before checking the value of the flag to determine if the data is
ready to read. The value of the flag is updated by the Producer after producing a new
data value froducg and writing the value to the data agedaftawrite) The new and
refined observable events in this model are:

produce = any ad, datawhere
ad € ADA
data € VALA
ad ¢ Dom(prod)
then
prod := prodU {ad — data}
end;

datawrite = any ad where
ad € ADA
ad ¢ poM(mem A
ad € pom(prod)
then
mem := memuU {ad — prod(ad)}
end;

flagwrite = any ad where
ad € ADA
ad ¢ powm(flag) A
ad € pomMm(men)
then
flag := flagu {ad — menfad)}
end;




consume= any ad where
ad € AD A
ad ¢ pom(cong A
ad € powm(flag)
then
cons := consU {ad — menfad)}
end;

The invariant still states that data is consumed after it is produced but adds requirements
on when the Consumer may consume the data:

consC flag € memcC prod

4.4 Transaction Abstractions

In this model, abstractions of the transactions are added using new set-varidiles :

fw, fr, cfr, dr, cdr. In this abstraction, we keep only the address of the data produced
(ad) and not the corresponding valugatain methodproduceof the previous model).

The set-variablalw represents the set of completddta write transactionsfw rep-
resents the set of completéldg write transactionsfr represents the set fiig read
transactions having reached the Flag ageintrepresents the set fihg read comple-

tion transactions having completed at the Consumer agengpresents the set data
readtransactions having reached the Data agentcaindepresents the set data read
completiontransactions having completed at the Consumer agent.

We restrict our study tpostedwrite transactions, andelayedread transactions because
reads can not be posted and delayed writes allow only one write message to be in transit
at a time for the Producer/Consumer property, while posted writes allow both write
messagesdata writeandflag write) to be in transit at the same time. Thus the model
with posted writes is of more interest.

In this model, transactions travel instantaneously. In later models, when topology, bridges
and buses will be introduced (cf. 4.5), we will introduce a delay in transactions travel.
The Producer/Consumer property is expresseft as:fw A dr C dw. The invariant is

now:

dr Cdwa

cfr C frndwA

dr C cfrA

cdr C dr A

fr Cfw A

dw = pom(menj A
fw = powm(flag) A
pom(cong C cdr

In order to abstract the transactions, we also need to update our old observable events
(modify the guards) and add new intermediate observable events. We proved this re-
finement without much difficulty.(cf.figure 7)



consume= any ad where
ad € ADAad € cdrA ad ¢ Dom(cong

then
cons := consuU {ad — mentad)}

end;

produce = any ad, datawhere
ad € AD A data € VALA ad ¢ DoM(prod)

then
prod := prodU {ad — data}

end;

datawrite = any ad where
ad € ADAad ¢ poM(mem A ad € pom(prod)

then
mem := memuU {ad — prod(ad)} |
dw := dwU {ad}

end;

flagwrite = any ad where
ad € AD A ad ¢ powm(flag) A ad € pDom(mem)

then
flag := flagu {ad — menfad)} ||
fw = fwU {ad}

end;

flagread = any ad where
ad € ADAad ¢ franad € fw

then
fr := fr U {ad}
end,

compflagread= any ad where
ad € ADAad ¢ cfranad € fr

then
cfr := cfr U {ad}
end;




dataread = any ad where
ad € ADAad € cfrAnad ¢ dr
then
dr := dru {ad}
end;

compdataread= any ad where
ad € ADAad € drAad ¢ cdr
then
cdr := cdru {ad}
end;

4.5 Concrete Transactions and Topologies

In this section, we abstract the PCI protocol at the bus/bridge level by introducing
topologies (equivalence classes for PCI networks), concrete transactions, bridges, ...
We still do not allow re-ordering at this level of abstraction, but we prepare the way by
modelling bridge channels. We proved that this model is a refinement of the previous
model, and thus still satisfies the Producer/Consumer property. This refinement proof
was considerably more difficult than the previous ones (see the discussion in the next
subsection).

Topologies The Producer, Consumer, Data and Flag agents can be arranged into one
of four distinct families of labeled configurations shown in figure 5. A fixed set of con-
figuration families is obtained by distinguishing configurations only by their topology
(or shape). This is done by ignoring the number of bridges in a sequence of bridges
between agents or a common bridge (labeled B in the figure). As a result, each of the
four families contain an unbounded number of unique configurations. For example, the
box labeled P in figure 5 may include an unbounded number of bridges connecting the
Producer to the common bridge labeled B.

In general, the set of topologies for configuration families avexgents can be enu-
merated by an algorithm based on full Steiner topologies [12]. A Steiner topology is
a Steiner tree without the associated geometrical embedding. Steiner trees are used to
connect a set of points with minimal edge length. New internal points, called Steiner
points, can be added to a Steiner tree to mininize edge length. A full Steiner topol-
ogy is a Steiner topology with the maximal number of Steiner points. The algorithm
for enumerating all configuration families enagents first enumerates all full Steiner
topologies withn agents or less then considers all topologically unique ways to add the
remaining agents to the full Steiner topology.

For properties defined on four agents (such as the producer/consumer property) the
configuration enumeration algorithm generates two unique topologies. The remaining
configuration families are generated by considering unique labelings of the topologies.
Each configuration family must be verified separately.
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PCI at the bus/bridge level For the purpose of our study, we restricted ourselves to
one of the four topology equivalence classes, and completed the proof for this class,
rather than simultaneously develop a model for every topology.

We choose thenost interestingopology, configuration B in figure 5. This topology

is the most interesting, because it allows the most transactions to cross the common
bridge, thus allowing reordering rules to interfere with the Producer/Consumer property.
In the model of PCI at the bus-bridge level, transactions travel instantaneously on the
bus, but not the bridge.

Thus, we modelled the two channels of the common bridge by two queues éakth :

and outbl for the channel from bus b1 to bus b2 and outb2 for the channel from

bus b2 to bus b1 as shown in figure 6. We define this following set of states

STATES= {DW, FW, FR CFR DR, CDR}

Our queues are defined as partial injectioNs -~ ADxSTATES

Transactions going from bus bl to bus b2, enter the qushleat the first available
position €inbl), then exit the bridge by entering queoetbl, and finally they reach
their targeted agent. One part of the gluing invariant is:

dw = DOM(RAN(inbl) > {DW}) A
dwl = DOM(RAN(outbl) 1> {DW})

We introduced new set-variabldw/l, fwl, frl, cfrl, drl andcdrl, which are subsets of
the previouglw, fw, fr, cfr, dr andcdr variables (cf.4.4) and indicate which transactions
have already crossed the common bridge, and which have not.



In this model, the channel queues are strictly first in first out. (FIFO). That will not be
the case later when we introduce re-ordering (cf.4.6).

Rather than giving the complete set of events, we give only the events which might be
observable when flag writetransaction travels from the Producer to its corresponding
Flag agent (and crosses the common bridge in the current configuration, cf. figure 6):

flagwrite = any ad where
ad € ADA
ad ¢ powm(flag) A
ad € pom(men) A
(ad— FW) ¢ RAN(inbl) A
(ad+— DW) € RAN(inbl)
then
flag := flagu {ad — menfad)} |
inbl := inbl U {cinbl — (ad — FW) }|

fw := fwu {ad} ||
cinbl = cinbl + 1
end;

FWout = any ad where

ad € AD A
coutbl < cinbl A
coutbl — (ad — FW) € inbl A
(ad — FW) ¢ RAN(outbl)

then
coutbl := coutbl + 1 ||
outbl := outbl U {coutbl — (ad — FW)} ||
fwl = fwlu {ad}

end;

Example of a Very Hard PO: compflagread.17
“Local hypotheses A

ade AD A

ade fwlS$l A

not(ad € cfr§1) A

ade fris$i A

not(ad — CFRe RAN(inb2$1)) A

“Check that the invariant cf€ dw1 is preserved by the operation ref 4.4, 5.5

A

=

ad € dwl$l

This proof obligation was generated when refining metbatpflagreadvith concrete
transactions. We were required to prove that if flag readtransaction is about to



complete for a given addressafl € fr1$1 A ad € fwl$l A not(ad € cfr§l)),

then the correspondindata write transaction has previously exited the bridge €
dw1$1).

This property seemed obvious when thinking about the protocol, yet it was difficult to
prove (about one week of work). To do so, we had to introduce the following proper-
ties in the global invariant. Although these properties seemed obvious according to the
protocol and our current model, we had to prove them for every observable event. The
original PO, compflagread.17, helped us build a stronger invariant.

— Vad.(ad € AD A ad — DW € RAN(outbl)
= ad+— DWe RAN(inbl) A
outbl~!(ad+— DW) < inbl~!(ad+— DW))

— Vad.(ad € AD A ad — FW € RAN(outbl)
= ad— FWe RAN(inbl) A
outb1~(ad+— FW) < inbl~!(ad— FW))

— Vad(ade AD A ad e fw
= ad+— DWe RAN(inbl) A
0< —14inbl~(ad— FW)—inbl~!(ad — DW) A
inbl~*(ad — DW)+1 < inbl~!(ad— FW))
— Vad.(ad€ dw A inbl~!(ad+— DW) € DOM(outbl)
= ad— DW € RAN(outbl))

Note that we used instead of = in the first two properties. This is because later on,
when re-ordering will be introduced (cf.4.6), posted transactions FW and DW might
exit the bridge at a position preceding the position they have entered, since they will be
able to bypass delayed transactions waiting in the bridge. If we had kept the equality
sign, we wouldn’t have been able to prove refinement in our last model.

These properties will remain true in further models, when we introduce re-ordering,
sincedata writeis a posted transaction, it must have exited the bridge before the FW
transaction did (DW was emitted before FW, from the same agent and can NOT be
bypassed), and FW has exited the bridge satte fw1$1.

4.6 Last step Toward Abstract PCI

In the final step, we refine the previous models in an abstraction of PCI with re-ordering
rules. We also add commitment and delays in transactions travel from the common
bridge toward the target agent, to reach a complete PCI abstraction. After proving this
refinement, we deduce that PCI satisfies the Producer/Consumer property.

From the Bridge to the Agents Adding a delay in transactions travelling from the
common bridge toward the target agent is an easy but necessary refinement.

Easy because we just add new variable-st2(fw2, fr2, cfr2, dr2 andcdr2), subsets
of the previous variable-setdw1, fw1, fr1, cfrl, drl andcdl) and new methods like :



FWhbridge2agent = any ad where
ade AD A
ade fwl A
ad ¢ fw2
then
fw2:= fw2U {ad}
end;
FRbridge2agent = any ad where
ade AD A the guardad e_fw2 is
ade fri A very important, it means
ade fw2 A that the FRtransaction
won't bypass the corre
ad ¢ fr2 sponding FWtransaction
then on its way between the
afr? = fr2 U {ad} bridge and the Flag
ena;

Necessary, because eveffC dw, we don't havew?2 C dw2 . Thedata writetrans-

action is still emitted by the Producer before its corresponélaxy write transaction,

but it doesn’t necessarily reach its target (Data) befordl#gewrite transaction, since

the path between the bridge and Data and the path between the bridge and Flag are
different, independent, and might have different lengths. (remember our study is based
on topology equivalence classes, cf.4.5)

Commitment We modelled commitment over the bridge channels, in fact only channel
1 (queuesnbl andouthl) in our current configuration. Deletion was taken care of with
completion transactions, crossing the common bridge through channel 2 in our config-
uration. Commited transactions are heldAiDx STATESet-variablegommitinid and
commitouth.

The invariant gluing this abstraction to the previous one is :

commitinbl  C RAN(inbl) > {FR DR} A
commitoutbl C RAN(outbl) > {FR DR}

Indeed, only delayed transactions are commitedn@oFW andDW, cf. 4.4), and in

the current configuration they both cross the common bridge through channel 1.
Deletion happens during completion transaction travels.

Here is an example of commitment, and an example of where deletion is added in this
model :

flagread = any ad where ...
then
|l
commitinbl = commitinbl U {ad— FR}
end;




CFRout = any ad where ...
then
commitinbl = commitinbl — {ad — FR}
end;

The main invariant to verify on the commitment variables is :

V(ad).(ad € AD A ad € cdr2
= {ad} < commitinbl = 0 A {ad} < commitoutbl = ()

This invariant means that at the end of every Producer/Consumer egteddr2), all
pending commited transactions relative to this cycle have been deleted.

Unfortunately, this invariant could not be proven directly. We had to decompose the
Producer/Consumer cycle, and add an invariant for every step of the cycle. Each of
these proofs were therefore made easier, and it also strengthened our invariant.

One such step-invariant was :

V(ad).(ad € AD A ad € drl A ad ¢ dr2
= {ad} < commitinbl = {(ad— DR)} A
{ad} < commitoutbl = {(ad+— DR)})

These two first refinements were quite easy to prove with Atelier B, that was not the
case for the next one.

Re-ordering Rules In this final model, we introduced re-ordering rules.

In the current configuration, the only re-ordering rule to consider is the one where
posted transactions are allowed to pass delayed read and delayed write transactions.
For the Producer/Consumer property, other transaction types do not interact in the cur-
rent configuration. Our study also does not include delayed write, so only these four
re-ordering rules are to be considered :

reorderingl DW is allowed to pas&R
reordering2DW is allowed to pas®R
reordering3FW is allowed to pas&R
reorderingdFW is allowed to pas®R

We introduced them very easily in the model :



reorderingl =

any adl, ad2 where
adl € AD A ad2 € AD A
adl # ad2 A (adl — DW) € RAN(inbl—outbl) A
(ad2 — FR) € RAN(inbl—outbl) A
inbl~1(ad2 — FR) < inbl~!(adl — DW) A
inbl =1 (ad2 — FR)+1 = inbl~!(adl — DW)

then
inbl :=inbl < ( {inbl~'(ad2 — FR) — (adl — DW)}

U {inbl~*(adl — DW)  (ad2 — FR)})

end;

The rule is read : “if on®W transaction relative to one P/C cyck(l) has entered the
common bridge and not yet exited {t/l — DW) € RAN(inbl—outbl)), while aFR
transaction relative to another P/C cyctel? # adl) has also entered the common
bridge, before thi®W transactiondnbl~!(ad2 — FR) < inbl~!(adl — DW)), and

has not yet exited the common bridge eithex@ — FR) € RAN(inbl—outbl)), and

if these two transactions are next to each other in the queté(* (ad2 — FR)+1 =
inbl1~1(adl — DW) ), then, the re-ordering event reordering1 is likely to be observed.
reorderingl consists of a simple position exchange in the queue inb1.

It took us almost one week, to prove this refinement, so we only introduced re-ordering
rules reordering2, reordering3 and reordering4, checked the PO generated, and claim
that the refinement proofs should be symetrically equivalent. So far we did not manage
to do them.

5 Conclusion and Related Works

This study aimed at showing possibilities offered by the B-event method to prove a
simple property on a very complex system, namely the PCI protocol.

The interest of the method is that we proved it gradually, thus lessening the complexity
of the intermediate proofs. Most of the non obvious PO generated by Atelier B were
proved automatically (abo@y/3 of the nPO column on figure 7), the others had to be
proved interactively but Atelier B is especially designed for this purpose.

The final model we made is very close to the PCI protocol, even if it’s still an abstrac-
tion. Having proved that it refines a model of the Producer/Consumer property enables
us to say that PCI satisfies this property, at least in the configuration studied (out of 4
possible topology equivalence classes).

In this case study, parameterized system verification is performed using incremental
proof. The parameterized verification problem has been widely studied in the context
of model checking [8, 14, 1, 17] and, more recently, logic program transformations [18]
and theorem proving combined with model checking [7, 13]. Incremental refinement
proof requires interactive proof, unlike model checking, but avoids the state explosion
and non-termination problems encountered by model checking solutions. While all in-
teractive proof methods avoid state explosion and non-termination problems, incremen-



tal proofs provide a convenient framework for breaking an otherwise difficult proof into
manageable pieces.

Previously, the co-authors from the University of Utah (in collaboration with Mokke-
dem and Hosabettu) attempted to prove the same property directly from a higher-order
logic theory of PCI transitions [15]. Creating the proof monolithically in one step from
property to protocol was prohibitively difficult. The incremental proof effort using Ate-
lier B divided the proof into manageable steps that could be completed with compar-
atively minimal user effort. The one-step proof was abandoned, unfinished, after 18
months of effort. In contrast, the incremental proof was completed in less than three
months. The PCI protocol has been considered in other case studies [19, 10]. In each of
the other case studies, the bus signalling properties of PCI, rather than multi-bus trans-
action ordering properties, were of interest. Both case studies rely on forms of model
checking.

Project status

S T S — S T S
| COMPONENT | TC | POG | Obv | nPO | nUn | %Pr |
E S— R S — — S — S — +

| peil | OK | OK | 77 | 6] 0] 100 |

| pci2 | OK | OK | 238 | 16| 0| 100 |

| pci3 | OK | OK | 650 | 37| 0] 100 |

| pci4B | OK | OK | 1981 | 332 | 0| 100 |

| pcisB | OK | OK | 3003 | 657 | O | 100 |

E S— R S — — S — S — +

| TOTAL | OK | OK | 5949 | 1048 | 0 | 100 |

R BE— RN - . R R R— R R— R R— +

Fig. 7. Summary of proofs, all the Proof Obligations generated (Obv and nPO) have been proved
(%Pr = 100).
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